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Introduction

Server virtualization is a key technology to lower costs and optimize data center resources. New high-
performance, multi-core servers are enabling many more virtual machines (VMs) per physical server
and supporting virtualization of more demanding business-critical applications. The result is a
requirement for higher 1/O capacity that is driving the adoption of 10Gb/s Ethernet (L0GbE) networks.

Emulex OneConnect™ adapters are widely available from major server and storage providers as an
add-in Network Interface Card (NIC), mezzanine card for blade servers and a built-in LAN on
Motherboard (LOM). OneConnect OCel0102-N adapters use the second generation BE2 controller
and third-generation OCel11102-N adapters use the BE3 controller. Both are particularly well-suited for
deployments with VMware vSphere, the clear market leader in sever virtualization for enterprise-class
data centers.

To help IT administrators fully leverage sever virtualization, the Emulex Technical Marketing group
conducted an analysis of how to optimize deployments of OneConnect 10GbE adapters with VMware
vSphere 4.1. The result is this guide that provides information on the following topics:

¢ Installation of Emulex OneConnect 10GbE adapters with VMware vSphere 4.1

e Configuring a VMware virtual switch (vSwitch) uplink

e Configuring teaming, failover and VLANSs

¢ BIOS and OneConnect adapter settings for high performance

e Tuning with MTU, heap size and VMware NetQueue

e Configuring E1000, VMXNETZ2 and VMXNET 3 Adapter for Microsoft® Windows® guests
e NetQueue performance comparisons

e OneConnect performance with Windows VM guests

Components

This deployment guide is based on the following components:
e Multi-core server with MSI-X and PCI-Express 2.0
e VMware vSphere 4.1

e Emulex OneConnect OCel10102-N or OCel11102-N 10GbE adapter
o Emulex OneCommand™ Manager

OneConnect 10GbE Adapters

The Emulex OneConnect product family provides optimized connectivity to 10GbE networks and
includes options to support protocol offload for iISCSI and Fibre Channel over Ethernet (FCoE).
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OneCommand Manager

OneCommand Manager provides centralized management of Emulex Fibre Channel Host Bus
Adapters (HBAs) and OneConnect 10GbE network adapters, including support for iSCSI and FCoE
protocols. OneCommand Manager provides powerful adapter provisioning and diagnostic capabilities
to increase administration efficiency in a VMware environment.

Installation

OneConnect Ethernet Driver

Access the Emulex website (link below) to check for updates to the OneConnect driver that are
included with the ESX 4.1 distribution: http://www.emulex.com/downloads/emulex/cnas-and-
hbas/drivers/vmware.html|

Installation instructions will be available from the same link.

Management Applications for VMware vSphere 4.1

UCNA and HBAs Application Kit

The Application core kit must be downloaded from the Emulex web site (link below) and installed to run
specific commands to update firmware and boot code.

http://www.emulex.com/downloads/emulex/vmware/vsphere-41/management.html

To install the Application kit

1) Log in as root

2) Copy the elxocmcore kit contents to a directory on the ESX server (for example, /tmp)
3) cd/tmp

4) rpm —U elxocmcore-esx41-<kit version>.x86_64.rpm

5) rpm —qa| grep elx (to confirm the elxocmcore kit loaded successfully)

6) cd /usr/shin/hbanyware (to run OneCommand Manager CLI commands)

To remotely manage adapters on an ESX server, the TCP/IP port used by OneCommand Manager
must be opened to allow TCP traffic to pass through the ESX server firewall. By default port number
23333 is used. The port number must be the same for all hosts that are being managed remotely. If
necessary, the port number can be changed from the OneCommand Manager Discovery tab.

Using the default port number, enter the following to open a port for inbound and outbound traffic:

esxcfg-firewall --openPort 23333,tcp,in,OneCommand
esxcfg-firewall --openPort 23333,tcp,out,OneCommand
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To verify the correct port is open, enter:
esxcfg-firewall -q

Refer to the following links below for more information on how to configure ESX 4.1 firewall settings
and OneCommand Manager for out-of band management:

http://www.vmware.com/pdf/vsphered/r41/vsp 41 esx server config.pdf

http://www-dl.emulex.com/support/utilities/onecommand/50/corekit user manual.pdf

Updating OneConnect Firmware
Important: Update the firmware and boot code after installing a new driver.

New firmware and boot code can be upgraded using OneCommand Manager CLI or from a remote
host also running OneCommand Manager.

Download firmware and boot code from the following Emulex webpage:

http://www.emulex.com/downloads.html

Updating OneConnect Firmware from Local Server
Look up the MAC address for the adapter by entering:
./hbacmd listhba pt=NIC

Note: Because OneConnect adapters are capable of supporting FCoE, commands reference
HBAs.
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58 10.192.32.29 - default - S5H Secure Shell i ] |
H =Sk 82 =@e #4800 @

Fil= Edit Wiew window Help

£ quick Cannect [ Profiles

[rooc@denver hbanyware]# . hbacmd listhba po=NIC .:J

Manageable HEL List

Fermanent MAC : 00-00-c9-91-4f-3a
Current MAC : 00-00-cS-91-4f-3a
Flags : S000o700

Host Name : denwver

MEg : Emulex Corporation
Serial No. : BT937414532

Fort Mumber )

Mode : Imitiator

PCI Function =@ 0O

FPort Type @ NIC

HMadel ¢ OneConnmect OCelOl0o0
Fermanent MAC : 00-00-c9-91-4f-35c
Current MAC : 00-00-cS-91-4f-3c
Flags=s : SOo0o0o7oo0

Host Name : denwver

MEg : Emulex Corporation
Serial No. : BT93744532

Fort Mumber 1

Mode : Imitiator

PCI Function =@ 1

Port Type : NIC

HMadel ¢ OneConnmect OCelOl0o0
[root@denver hbanyware]# l =
Connected ba 10.192.52.29 |S5HZ - aes126-che - hmac-mdS - none | 9130 [ &l MU 2

Figure 1. Adapter list

Download the new firmware image to the adapter by entering:
.Jhbacmd download <MAC address> /<directory>/<firmware file name>
After the download completes, reboot the ESX server (see Figure 2).

Updating OneConnect Firmware from a Remote Computer

Prerequisite: Make sure OneCommand Manager is installed on the remote computer and the

Full Management option is selected.

From the initial OneCommand Manager screen, execute the following steps:
1) Click on the Discovery Tab
2) Select Add Remote TCP/IP Host

3) Enter host name or IP address as shown in Figure 2
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Add Remote TCP/IP Host X|

Enter the host name or IP Address (in dotted notation
nrn.nnn.nnn.nnn) for the remote host to be added.
Host Mame or IP Address:

|1n. 192,32.29

f* Add using default credentials
" Add using spedfic CIM credentials

Add Host | Done |

Figure 2. Enter host name or IP address to add remote TCP/IP host

After the discovery process is complete, OneCommand Manager displays a list of servers and
adapters:

EE OneCommand™ Manager !lil E
File Wiew Port Discovery Baktch Help

([ (| <o ]

331 Hosts Adapter Information  Firmware
- CHICAGO

- LPel Z002-ME

<= Pork 0: 10:00:00:00:C9: 7E:AMEE

Active Firmware Yersion: 2,102,200, 25

<= Pork 10 10:00:00:00:C9: 76:AM:EF
=R Oneconneck OCel0100 Flash Firmware Yersion: 2.102.200.25

"qh Part O Boot Code Wersion: 2.0.38.0
] [+-=fE= Park 1
Elji‘_ denver BIOS YWersion: 2.102.200.28
[=1- {0 OneConnect ©Ce10100
= Part O

M- 00-00-C9-91-4F-34

£ 00-00-C9-91-4F-3B

i [EsE Port 1

- Mg p0-00-C9-91-4F-3C

: -, 00-00-C9-91-4F-30

= LPe12002-M8
E|~==Li= Port 0: 10:00:00:00; 29, 71:67:C8
| [l S0:06:01:60: 10:20:59:E4
EH:Li: Part 1 10:00:00:000 27167009

--= S0:06:0L:60:10: 20059 E4

Figure 3. List of servers and adapters

To update firmware, execute the following steps:
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1) Select adapter
2) Click on “Update Firmware”
3) Select firmware file

When the firmware download is complete, reboot the ESX server.
Verifying Firmware Installation
To confirm firmware installation, enter the following:

# lusr/sbin/hbanywhere/hbacmd hbaattributes <MAC Address>

=T
R R LR
File Edit Wiew ‘Window Help |
£ Quick Connect ] Profiles
[rootfdenver hbanywarel# ./ hbacmd hbasttr 00-00-c9-91-4f-3a .:J

HE4 Atcributes for 00-00-c9-91-4f-3a

Fil ¥ersion

Device ID

Boot Code
Boot Version

Function Type

Host HName : denver

Marmfacturer : Emulex Corporation

derial Number @ BET93744532

Model : OneConnect OCel0l00

Model Desc : BladeEngine Z 10Ghb i%C3I Initiator
HWI ¥erzion : EZ Az

Opt ROM Version: 2.0.35.0

D 2.102.200. 28

Vendor Spec ID : 1942
Humber of Forts: 2
Driwver Name : heZnet.o

= o700
Operational FW :
: Dizsabled

: 2.102.200.28
Driwver Version :

Z.10Z, 200, 28

2.103.259.0

= NIC

Sub Dewvice ID : Ef4Z
Port Number = 0

Sub Vendor ID @ 10DF
Firmware Ztatus: Working

[rootfdenver hbanyware]# I

Connected ko 10,192,32.29

-
[55HZ - aesizg-cbe - hmac-mds - none [90x27 | [E0[ MUM

Figure 4. Firmware version and status for MAC address 00-00-c9-91-4f-3a
Creating Adapter Uplinks and Entities on a VMware Virtual Switch

The next step is to create physical uplinks on a VMware Virtual Switch (vSwitch) as described below.

VMware vSphere4.1 vSwitch

The core of a virtual network is the vSwitch which is essentially a virtualized Layer 2 switch that
connects VMs to a virtual network and allows access to a physical network. Physical Network
Interface Cards (pNICS) are used as vSwitch uplinks to a physical network. vSwitches can perform
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complex operations including support for virtual LANs (VLANS), Security Policy Exceptions, Traffic
Shaping and NIC Teaming functions. A virtual network interface card (vNIC) is connected to the VM
side of a vSwitch and connects a VM to the virtual network. Each vNIC has its own MAC address
and can be assigned one or more IP addresses, similar to a physical NIC in a non-virtualized
computer.

VMware vNetwork Distributed Switch

The Cisco 1000V Series switch is a VMware vNetwork Distributed Switch (VDS) and a full Layer 2
virtual switch that runs inside the ESX hypervisor and uses the Cisco NX-OS operating system. It
has security and mechanisms to support 802.3ad, 802.1q and other protocols used in today's
switching networks. The following link provides additional details on VMware VDS and Cisco Nexus
1000V Series switches:

http://www.cisco.com/en/US/prod/collateral/switches/ps9441/ps9902/data _sheet ¢78-492971.html

Configuring Emulex OneConnect 10GbE adapter as a vSwitch Uplink

Select the vSphere Client Configuration tab to show available Network Adapters (Figure 5).

(55! 10.192.32.29 - vSphere Client

File Edit View Inventory Administraton Plug-ins Help

8 ‘@ Home b g Inventory b [l Inventory

&
5o
= [ [10.192.32.29 denver.emulex.com VMware ESX, 4.1.0, 260247 | Evaluation (24 days remaining)
) e R [ T T T
VMO
53 VM1 Getting Started ' Summary  Virtual Machines ' ResourceAllocation ' Performance [QeGLiGMEldln Local Users & Groups Events  Permissions
M2
@ Hardware View: [Virtual Switch
& M3
5 vma Health Status Networking Refresh  Add Networking... Properties...
% vMS Processors =
VME . . =
g vmz Memory Virtual Switch: vSwitchd Remove... Properties...
Storage irrual Machine Por: Group — - Physical Adapezrs
»  Networking L3 VM Network @ BB vmnicd 1000 Full 53
Storage Adapters = | B virtual machine(s)
Network Adapters VMo i
Advanced Settings VM1 3
Power Management VM2 (3
VM3 fr!
Software vM4 B
Licensed Features VM5 i
Time Configuration VMG (3
DNS and Routing VM7 [
Authentication Services Senvice Console Port
Virtual Machine Startup/Shutdown 3 Service Consele Q.
Virtual Machine Swapfile Location vswif0 : 10.192.32.29
Security Profile
i‘:mm R:;m::e Alocation Virtual Switch: vSwitch1 Remove... Properties...
veneed etne Virtual Machine Port Group — Physical Adaprars
L3 OC Networkl @ BB vmnic4 10000 Full 53
[ |8 virtual machine(s)
VMo i
VM1 i
VM2 (3
VM3 !
VM4 i
VM5 i
VMG s
VM7 i) —
1 Tasks | |Evaluation Mode: 24 days remaining [root .z

Figure 5. vSphere Client view of vSwitchl
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In this example, vmnicO was previously configured to vSwitchl. vmnicl is a OneConnect adapter
and is presently not configured to any vSwitches. Eight VMs (VMO — VM7) are in OC Networkl and
configured to handle VM network traffic. To add vmnicl to vSwitchl, complete the following from the
vSphere Client:

1) Click on vSwitchl Properties
2) Select Network Adapters (Figure 6)

|J-_T,J vSwitchl Properties =] 3]
“ports  Network Adapters |
Network Adapter | Speed | Observed IP ranges ‘ ~Adapter Detais
m vmnicd 10000 F.. None ServerEngines Corp. Emulex OneConnect
Name: wmnicQ
Location: PCI 06:00.0
Driver: beZnet
—Status
Link Status: Connected
Configured Speed, Duplex: 10000 Mb, Full Duplex
Actual Speed, Duplex: 10000 Mb, Full Duplex
Networks: None
Add... Edit... Remoye |
|

Figure 6. vSwitchl properties

3) Click on Add. An Unclaimed Adapters list is shown (Figure 7):
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=) Add Adapter Wizard =1ol =1
Adapter Selection

Mew adapters may be taken from a pool of unused ones, or transferred from an existing
wirtual switch,

Adapter

MIC Order Select one or more adapters from the following list. If you select an adapter thatis

Summary attached to another virtual switch, it will be removed from that virtual switch and
added to this one.

| Name | Speed Network
Unclaimed Adapters
B3 vmnicl 10000 Full 10.3.1.50-10.3.1.50
[ B vmnic3 Down MNone
O & vmnict Down None
O & vmnics Down None
O & vmnica Down None
O & vmnice Down None
vSwitchD Adapters
D B3 vmnic2 1000 Full 10.192.40.1-10.192.41.2...

Help | = Back I Mext > I Cancel I

Figure 7. Unclaimed Adapter List

4) Select vmnicl from the Unclaimed Adapter List. vmnicl now appears in the list of Active
Adapters and is configured to vSwitch1 as shown in Figure 8 and Figure 9.

|'£T,J Add Adapter Wizard =10 =]

Failower Order
Mew adapters will carry traffic for the wvirtual switch and its port groups unless specified
otherwise.

Adapter Policy Failowver Order:
NIC Order Select active and standby adapters for this port group. During a
Summary failowver, standby adapters activate in the order specified below.
Configuration | Summary *
wSwitch 128 Ports |
Mame | Speed Metworks | Mowe Up
Active Adapters
@ wmnico 10000 Full Mone | Mowve Down I
Eﬁ wmnicl 10000 Full 10.3.1.50-10.3.1.50
Standby Adapters

Help I = Back I Mext = I Cancel I

Figure 8. vmnicl as active adapter configured to vSwitchl
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(%) 10.192.32.29 - vSphere Client =3

Eile Edit View Inventory Administration Plugins Help

a E |r@ Home b g8 Inventory b [l Inventory

+
& &
ERE] g-192-32-29 denver.emulex.com VMware ESX, 4.1.0, 260247 | Evaluation (8 days remaining)
VMD_10.192.32.50 T e e I
ing e i nes | Resource Allocation formance  [JOGRTELTIY L ocal Users & Groups | Eve ermissions
Eh wMi_10.192,32.51 ‘Getting Started | Summary | Virtual Machi R Allocati Perf Confi it Local U &Gl Events | Permissi
VM2 _10.192.32.52 =
g VM3 10.192.32.53 Hardware View: [Virtual Switch
B VM4:IU 192.32.54 Health Status Networking Refresh  Add Networking... Properties...
El VM5_10.192.32.60 Processors Zz Consoiz Port ;I
g VM6_10,192.32.70 Memory L3 Service Console 2—0—1
VM7_10.192.32.80
) WWB_10192.3290 Storage vswif0 : 10.182.32.29
G VMS_10.192.32.100 + Networking
Storage Adspters irtual Switch: vSwitch1 Remove... Properties...
Network Adapters .
vz Machine Port Group — - Physicz] Adaprars
Advanced Settings [J 0C Networki Q. BB vmnicd 10000 Full 53
Power Management Bl 8 virtual machine(s) L.m vmnicl 10000 Full |3
oo VME_10.192.32.70 &
VM7_10.192.32.80 &5
Licensed Features VMO_10,192.32.50 &
Time Configuration VM1_10,192.32.51 &
DMS and Routing VM2_10.182.32.52 &
Authentication Services VM3_10.182.32.53 h
Virtual Machine Startup/Shutdown VM4_10.192.32.54 &
virtual Machine Swapfile Location VMS5_10,192.32.60 &
Security Profile — >
System Resource Allocation ;I
Recent Tasks Name, Target or Status contains: + Clear %

Figure 9. vSphere Client view of vmnicl
Configuring Teaming, Failover and VLANs

NIC teaming supports redundant NIC adapters that are used as vSwitch uplinks (VMNICs) to a
physical switch. Configuring redundant uplinks provides high availability and can increase
performance by leveraging multiple physical NIC ports and different network paths. NIC teaming
offers several configuration options which can be implemented per-vSwitch or per Port Group:

e Active/Standby.

e Active/Active with load balancing based on VM Port-ID.

e Active/Active with load balancing based on the VM MAC-address xash.

e Active/Active with load balancing based on the hash of the source @ind destination IP
address.

To configure Emulex adapters for teaming and failover, complete the following steps using VMware
vCenter 4.1:

1) Click on vSwitchl Properties
2) Click on Ports
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%) vSwitch1 Properties =]
Ports | MNetwork Adapters |
— -
Configuration | Summary | e —
% vswitch 120 Ports Network Label: 0OC Networkl
& OCNetworkl Virtual Machine ... | VLAN ID: None (0}
—Effective Policies
Security
Promiscuous Mode: Reject
MAC Address Changes: Accept
Forged Transmits: Accept
Traffic Shaping

Average Bandwidth: -
Peak Bandwidth: =
Burst Size:

Failover and Load Balancing
Load Balancing: Port ID

MNetwork Failure Detection: Link status only
Motify Switches: Yes
Failback: Yes
Active Adapters: wmnicO, vmnicl
Standby Adapters: None
Add.... Edit... Remove Unused Adapters: None Z|
|

Figure 10. Configure OneConnect adapter for NIC teaming and failover

3) Select OC Networkl
4) Click on “Edit” (Figure 10)
Click on the “NIC Teaming Tab” to access Policy Exceptions. Failover can be changed by clicking on

“Override vSwitch Failover Order” to specify Active, Standby or Unused, selecting an adapter and
using the Move Up/ Down buttons.

Load Balancing

ESX offers three different methods for load balancing:

¢ Route based on the originating port ID (this is the default). Uplink based on the virtual port
where the traffic entered the vSwitch (also known as vSwitch port-based load balancing).

¢ Route based on source MAC hash. Uplink based on a hash of the source Ethernet address.
¢ Route based on IP hash. Uplink based on a hash of the source and destination IP address.

The link below provides additional information on configuring NIC Teaming in ESX 4.1:\

http://www.vmware.com/pdf/vsphered/r41/vsp 41 esx_server config.pdf

The following example uses routing based on source MAC hash value, with VM outbound traffic
mapped to a pNIC based on the vNIC MAC address. Other settings include Network Failover
Detection, Switch Notification and Failback.

To change adapter Failover Order, check Override vSwitch Failover Order. Configure the adapter as
an Active, Standby or Unused adapter by clicking on the Move up or Move down button (Figure 11).
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=] OC Hetworkl Properties Ed

" General I Security I Traffic Shaping MIC Teaming I

— Policy Exceptions

Load Balancing: Route based on source MAC hash
Metwork Failover Detection: v ILink status only -
Motify Switches: I IYES LI
Failback: I IYES LI
Failover Order:
W Owerride vSwitch failover order:
Select active and standby adapters for this port group. In a faillover situation, standby
adapters activate in the order spedified below.
Harne | Speed | Mebwaorks | Move Up
Active Adapters
E@ vmnic0 10000 Full 10.3.1.50-10.3.1.50 MI
E® vmnicl 10000 Full None |
Standby Adapters
Unused Adapters

— Adapter Details
ServerEngines Corp. Emulex OneConnect

MName: wmnicl
Location: PCI 06:00.1
Driver: beZnet

OK I Cancel | Help

Figure 11. Setting Override vSwitch Failover Order

Virtual Switch Tagging (VST) allows the vSwitch to perform 802.1q tagging. This allows binding a
single network interface to multiple VLANs and broadcast domains using a 32-bit field that is injected
into the frame of each packet. The tag is inspected by a switch and then stripped out of the frame
before it reaches its destination. The switch routes the packet to the appropriate broadcast domain.
This ensures that traffic remains isolated and secured from the rest of the network.

VLAN ID can be assigned with the following steps. From the VMware vSphere client, click on the
Configuration tab and select Networking (Figure 12).
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£110.192.32.29 - vSphere Client =10l x|

File Edit View Inventory Administration Plug4ins Help

ﬁ |Q Home DE'EI Inventory [+ @ Inventory |

3
& &
= [@ [10.192.32.29 denver.emulex.com VMware ESX, 4.1.0, 260247 | Evaluation (25 days remaining)
G VMD_10.192.32.50
@ VM1_10,192.32.51 Getting Started ' Summary ' Virtual Machines ' ResourceAllocation | Performance i i Local Users & Groups | Events ' Permissions
G ¥M2_10.192.32.52 -
) VM3_10.192.32.53 Hardware View: |[Virtual Switch
@ VM4_10,192.32.54 Health Status Networking Refresh  Add Networking... Properties...
1 VM5_10.192.32.60 Processors
@ VME_10.192.32.170 .
&1 VM7 10.192.32.80 Memary Virtual Switch: vSwitch Remove... Properties...
Storage Virtuz| Machine Port Group p— - Phiyzical Adapters
v Networking £ VM Network g BB vmnicd 1000 Full | £
Storage Adapters = | 8 virtual machine(s)
Metwork Adapters VMO_10.192.32,50 @
Advanced Settings VM1_10.192.32,51 @4»
Power Management VM2_10.192.32.52 @
e VM3_10.192.32.53 @
Sof
are VM4_10.192.32.54 &
Licensed Features VM5_10.192.32.60 @
Time Configuration VME_10.192,32.170 ﬂl
DNS and Routing VM7_10.192.32.80 @
Authentication Services Sarvice Console Port
Virtual Machine Startup/shutdown §7 |Service Console g**
Virtual Machine Swapfile Location vewif0 : 10.192.32.29
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System Resource Allocation
i Virtual Switch: vSwitch Remove... Propertes...
Advanced Settings
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F Tasks | |Bvaluation Mode: 25 days remaining [root

Za

Figure 12. Select Networking from the Configurations Tab
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Click on the Ports tab and select Virtual Machine Port Group (OCNetworkl in Figure 13):

_loix
Ports. I Metwork Adapters I
Canfiguration | summary | RCETL DT R =
£t vswitch 120 Ports Network Label: OC Networkl
) OoCNetworki Virtual Machine ... | VLAN ID: None (0)
[ Effective Polides
Security
Promiscuous Mode: Reject
MAC Address Changes: Accept
Forged Transmits: Accept
Traffic Shaping
Average Bandwidth: -
Peak Bandwidth: =
Burst Size: =
Failover and Load Balancing
Load Balancing: Port ID
Network Failure Detection: Link status only
Motify Switches: Yes
Failback: Yes
Active Adapters: vmnict
Standby Adapters: None
Add... Edit... Remave Unused Adapters: None ;
i

Figure 13. Select Virtual Machine Port Group
Click on Edit and enter the VLAN ID:

|J-_-,JT OC Networkl Properties x|

General |5ecun'ty| Traffic Shaping | MIC Teaming |

Port Group Properties
Metwork Label: Joc Netwerk1
WLAM ID (Optonal):

Ok I Cancel Help

Figure 14. Assign VLAN ID
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The vSwitchl Properties, Port Group Properties displays VLAN ID 1001 (Figure 15).

|J-_-T,J vSwitchl Properties W= E
Ports |Network Adapters |
—Port Group Properti -
Configuration | Summary | ortGroup Properies —
ﬁ vSwitch 120 Farts Network Label: 0C Networkl
g OC Networkl Virtual Machine ... | VLAN ID: 1001

—Effective Polides

Security
Promiscuous Mode: Reject
MAC Address Changes: Accept
Forged Transmits: Accept

Traffic Shaping
Average Bandwidth: -
Peak Bandwidth: -
Burst Size: =

Failover and Load Balancing

Load Balancing: PortID
Metwork Failure Detection: Link status only
Motify Switches: Yes

Failback: Yes

Active Adapters: wmnicl, ymnicl

Standby Adapters: None

Add... | Edit... I Remove Unused Adapters: None ﬂ
Close | Help |

Figure 15. View VLAN ID 1001
With this setup, virtual machines VM1 — VM7 are now in VLAN 1001 (Figure 16).

alni 2k
=]
cih A Hctmarkdng.
Renirvs,.. P e
- Jonyidicioe® PR g
&
B
&
L L
O
& ] g maic 10000 mu
@
=]
=]
=]
&
FTasks | Evaluation Msde: 3 days remainng
Crstart] | jx * || £ 100922279 - vigher. | iy 6T
1l ]

Figure 16. OC Networkl has VLAN ID 1001
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VLANSs across Virtual and Physical Network Environments

Figure 17 shows an ESX configuration with three vSwitches having unique VLAN IDs 1001, 1002
and 1003.

0OCelnl102 VLAN 1001, 1003

OCelnl0
C VLAN 1003

Ethernet
Switch

VLAN 1002

L =
VLAN 1001

Figure 17. ESX configuration with three vSwitches

Only virtual hosts connected to a vSwitch in VLAN 1001 are allowed to communicate with physical
servers in VLAN 1001. VMs connected to the same vSwitch can communicate with other VMs on the
same vSwitch. For example, VM3 can communicate with VM2 through the vSwitch. VMs on a
different vSwitch can only communicate through the physical switch and both vSwitches must be
configured with the same VLAN ID.

Switch Commands to Set Up VLANs and Trunk Ports

The first step is creation of VLANS. The switch commands to create a range of VLANS are as
follows:

# configure terminal
# vlan {vlan-id | vlan-range}
# no shut

The following example shows configuration of a switch to make VLANs 1001-1003 active. Confirm
by entering the “show vlan” command.
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File Edit Setup Control ‘Window Help

jtechmkt# configure terminal
Jtechmkt{config>}# vlan 1861, 168082, 168A83
Jtechmkt{config-vlan>#t show vlan

Ejtechmkt#

ULAN Mame

Status Ports

il default

18681 ULAN1881
18682 ULAN1862
18683 ULAN1883

active Ethi-s1, Ethli-s2. Ethi-3. Ethi-4
Ethi/%, Ethist, Ethli/?. Ethi-18
Ethi-13, Ethir14, Ethli-15
Ethis16, Ethi~17, Ethli-18
Ethi-1?, Ethli-28, Ethl. 21
Ethi-22,. Ethl-23. Ethi-24
Ethi~ 25, Ethi- 26, Ethi- 27?7
Ethi-28, Ethli-29, Ethli/38
Ethis31, Ethlir32, Ethli-33
Ethli-s34, Ethli~35%, Ethl-36
Ethl1-37, Ethl1-38, Ethl. 39
Ethi~-48

active

active

active

Figure 18. Configure switch to make VLANS active

The next step is configuration of Ethernet ports for VLANs. The commands are as follows:

# configure terminal
# interface Ethernet 1/7
# switchport mode trunk

Figure 19 shows configuration Ethernet ports 1/7, 1/8 and 1/9 for VLANs 1001-1003.

File Edit Setup Control ‘Window Help

Jjtechmkt(config-if >#
Jtechmkt{conf ig-if >#
Jtechmkt {conf ig—if )1
Jtechmkt (config—if )#
Jtechmkt (config-if i
Jtechmkt (config-if )#
Jjtechmkt(config-if >#
Jtechmkt{conf ig-if >#
Jtechmkt {conf ig—if )1
Jtechmkt (config—if )#
Jtechmkt (config-if i
Jtechmkt (config-if )#
Jjtechmkt(conf ig>#

techmkt# configure terminal
techmkt{config>}t interface Etherneti/?

switch mode trunk j
switch trunk allowed vlan 16881
no shut

interface Ethernetl/8

switch mode trunk

switch trunk allowed vlan 1062
no shut

interface Ethernetl~%

switch mode trunk

switch trunk allowed vlan 1663
no shut

exit

Figure 19. Configuring Ethernet ports for VLANSs
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BIOS Settings/Considerations for High Performance

In most circumstances the default hardware basic input/output system (BIOS) settings are not set for
optimal performance and will benefit from modifications. ESX supports Enhanced Intel SpeedStep
and Enhanced AMD PowerNOW CPU power management technologies that save power when a
host is not fully utilized, but these settings can reduce performance. Consider disabling these options
to achieve the best overall system performance.

Because there are many server models and hardware types, it is difficult to determine the best
options for every server. However, the following recommendations should be considered:
e Confirm that the most recent version of the system BIOS is being used.
¢ Confirm that the BIOS is set to enable all populated sockets and all cores in each socket.
e Enable “Turbo Mode” for processors that support it.
e Enable hyper-threading in the BIOS.

¢ Some NUMA-capable systems provide an option to disable NUMA by enabling node
interleaving. In most cases best performance is achieved by disabling node interleaving.

e Confirm that hardware-assisted virtualization features (VT-x, AMD-V, EPT, RVI) are enabled
in the BIOS.

e Disable C1E halt state in the BIOS. (See note below regarding performance considerations
versus power considerations.)

NOTE: After these changes are made some systems may need a complete power down
before the changes take effect. See http://communities.vmware.com/docs/DOC-8978
(“Trouble-shooting Intel VT-x Issues”) for details.

» Disable any other power-saving mode in the BIOS.
o Disable any unneeded devices from the BIOS, such as serial and USB ports.
For more information regarding configuring hardware BIOS Settings for VMware platforms, see

Performance Best Practices for VMware vSphere4.1.
http://www.vmware.com/pdf/Perf Best Practices vSphere4.1.pdf

OneConnect Performance: MTU, Heap Size, NetQueues
Performance of OneConnect 10GbE adapters can be optimized with changes to the Maximum
Transfer Unit (MTU), heap size and NetQueues, as described below.

Maximum Transfer Unit
Increasing the MTU to support jumbo frames can significantly enhance throughput and reduce CPU
utilization for large file transfers by efficiently sending larger payloads per packet. The following

example shows how to increase the MTU size of the vSwitch and the virtual Ethernet adapter in a
guest OS.
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As shown in Figure 20, to check current MTU on all vSwitches, enter:

# esxcfg-vswitch -

[rootlddenwver ~]1# esxcfg-waswitch -1
Switch Name Mum Ports Used Ports Conficured Ports MTO Uplinks
wiwitchi 128 & 128 1500 Tmnic2
PortGroup Name VLAN ID Used Ports Uplinks
VM MNetwork u} 3 wmnicz
Jerwice Console u} 1 wmnicz
Switch Name MNum Ports Used Ports Conficured Ports MNTO Uplinks
wiwmitchl 125 5 125 1500 “nicO
PortGroup Name VLAN IDn Used Ports Uplinks
Oc Metworkl 100l 3 wmhicO

Figure 20. Check current MTU on all vSwitches
As shown in Figure 21, to change vSwitchl MTU to support jumbo frames up to 9000 blocks, enter:

# esxcfg-vswitch<N> -m 9000

[tootldenver ~]# eaxcfg-vswitch wiwitchl -m 2000 =
[tootldenver ~]# eaxcfg-vswitch -1
Switch Name Mum Ports Osed Ports Conficqured Ports MNIU Uplinks
wviwitchi 128 & 125 1500 vmnics
PortGroup Hame VLAN ID Used Portzs Uplinks
VM Network 0 3 Tunics
Jervice Console a 1 vnics
Switch Name Mum Ports Osed Ports Conficqured Ports MNIU Uplinks
viwitchl 125 5 125 000 vuhico
PortGroup Name VLAN IDD Used Ports TUplinks
Oc Networkl o0l 3 vuticO

Figure 21. Change MTU on a virtual switch

The MTU value can be changed in a Windows Guest OS to use jumbo packets by configuring the
adapter properties as shown in Figure 22.
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vmxnet3 Ethernet Adapter #5 Properties
"General Advanced |D1'i\rer | Deiailsl Power Managernentl

The following properties are available for this network adapter. Click
the property you want to change on the left, and then select its value
on the rght.

Property: Value:

Intemupt Moderation - I.Jurnbo 5000 ﬂ
|Pvd Checksum Offload

|Pv4 Giant TS0 Offload

|Pwd TSO Offload

|Pw6 TCP Segmerﬁaﬁnn Cffload

Large Fo Buffers

MAC Address

Max R Queues

Max T Queues

Cffload IP Options

Cffload tagged traffic

Cffload TCP Options

Priority / VLAN tag =

oK I Cancel

Figure 22. Change MTU in a Windows Guest OS

MTU size can also be changed in a Linux Guest OS. To set the MTU to support jumbo frames up to
9000 blocks, enter:

# ifconfig eth<N> mtu 9000
Network Heap Size in ESX Server

By default, the ESX server network stack allocates 64MB of buffers to handle network data. If the
network load requires more than 64MB of memory, the OneConnect driver cannot allocate more
memory automatically to handle the additional load. When this happens, the driver logs messages in
the file /proc/vmware/log on the ESX server indicating that the alloc_skb() call failed. This situation
can negatively impact network performance.

To read the current size of the network heap on the ESX server, enter:

# esxcfg-advcfg -j netPktHeapMaxSize
netPktHeapMaxSize = 0
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The value returned is 0. The following example shows changing the heap size to 128MB and then
verifying the change was made (new value takes effect after a reboot):

# esxcfg-advcfg -k 128 netPktHeapMaxSize
# esxcfg-advcfg -j netPktHeapMaxSize
netPktHeapMaxSize = 128

VMware NetQueues

NetQueue is a VMware performance technology that significantly improves performance in 10GbE
virtualized environments. NetQueue requires MSI-X support on the server platform, however
support may be limited to specific system models. NetQueue is enabled by default in ESX 4.0 and
ESX4.1. As a best practice, you should verify this on the ESX server or with vSphere Client.

Pinning a network queue interrupt to a CPU can reduce interrupt latency, increase VM network
performance and reduce CPU utilization.

To verify NetQueue is enabled in an ESX vSphere 4.1 Server, enter the following and then reboot
the server:

# esxcfg-advcfg -j netNetqueueEnabled
netNetqueueEnabled = TRUE

To verify NetQueue is enabled in the vSphere Client, do the following (as shown in Figures 23 and
24:

1) Click on Configuration

2) Select Advanced Setting

3) Select VMkernel

4) Confirm box is checked: VMKernel.boot.netNETqueueEnabled

23 Emulex White Paper | Operations Guide: Using OneConnect 10GbE Adapters for VMware



Solution Implementer’s Series

[} 10.192.32 29 - vSphere Client
Fie Edt View Igwentory admesstation Bhgens el
oy b Bl ventory

[+

-
(&2

Bl &y e

=

o) o

=N |

10.192.32.29
&% VMD_10.192.32.50
& VM1_10.192.3251
&§ vM2_10.192.32.52
S5 VM3_10.192.32.53
S VM4_10.102.32.54
&b VME_10.192.32.60
B VM6 _10.192.32.70
8 VM7_10.192.32.80
5 VMB_10.192.32.90
B VMD_10,192.32.100

£ Tanks

demveromube.com WHware ESK, 4.1.0, 260247 | Evaluation (2 days remaining)

Mardware

e Iy e —

=] E3

[Evalustion Mode 7 days remairang [root

Figure 23. Verify NetQueue is enabled in the vSphere Client (steps 1-3)

) Advanced Settings
- BufferCache L
e COW WMkernel.Boot.netDVSSyncEnabled ~

(- Config
. Cpu Enable/Disable DVSSyncsupport.
... DataMover
.. DirentryCache
- Diske WMkernel Boot.netESX 2LegacyMode
.. FS8 ) . gacy =
- FT ESX2 Legacy networking config compatability.
- 1rg
- LPage
- Mem
.. Migrate WMkernel Boot.netMaxPCPUPKtCacheSize 128
. Misc
- NFS Maximum number of pkt buffers queued in each PCPU slab cache.
- Met Min: @ Max: 2147483647
. Numa
- POwer
 RamEilter WMkernel Boot.netNetqueueEnabled ~
- Sesi Enable/Disable NetQueuesupport.
- User
- Uservars
- VMFS3
(=) [VMkernel WMkernel Boot.netNumGPBuffers 1024
i Boot
.. ViProbes Number of general purpose buffers to allocate up front.
Min: 0 Max: 2147483647
WMkernel Boot.netNumPortsets 256
Maximum number of portsets.
Min: 0 Max: 2147483647
WMkernel .Boot.ne tPanicBadDevOpen 2 =l
OK Cancel Help
] | .

Figure 24. Verify NetQueue is enabled in the vSphere Client (steps 4 and 5)

NetQueue Performance Benefits

When NetQueue is enabled in ESX, the Emulex OneConnect adapter provides up to eight individual
receive queues on each port and offloads layer 2 packet sorting and classification functions from the
hypervisor. When Ethernet packets are routed to a OneConnect network controller, they are placed
into specific queues, allowing processing to be scaled to multiple CPUs and significantly improving

receive-side networking performance.
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Network traffic coming in on a specific queue will trigger a MSI-X interrupt for one or more CPUs to
complete the application task. By default, VMs will share all available cores in the system and
interrupts generated by network queues are handled automatically in ESX.

ESX will do an excellent job balancing CPU loads and supporting multiple devices on most multi-
processor systems. If additional performance tuning is required, adjusting affinity settings and
pinning IRQ vectors can improve performance but may require some experimentation and will affect
virtualization features such as VMotion and Dynamic Resource Scheduling.

ESX Networking Tips

o CPU utilization plays a significant role in network throughput. To process higher levels of
throughput, more CPU resources are needed. The effect of CPU resource availability on the
network throughput of virtualized applications is even more significant. Because insufficient
CPU resources will reduce maximum throughput, it is important to monitor CPU utilization of
high-throughput workloads.

e Use separate vSwitches, each connected to its own physical network adapter, to avoid
contention between the ESX service console, the VMkernel and VMs (especially VMs running
heavy networking workloads).

e To establish a network connection between two VMs that reside on the same ESX system,
connect both VMs to the same vSwitch. If the VMs are connected to different vSwitches, traffic
will go through the external physical network and incur unnecessary CPU and network
overhead.

e The VMkernel network device driver defaults to auto-negotiation of speed and duplex settings.
These settings will work correctly with network switches that are also set to auto-negotiate. If
the switch is configured for specific speed and duplex settings, force the network driver to use
the same speed and duplex settings (for Gigabit links, network settings should be set to auto-
negotiate and not forced).

e The VMXNET2, VMXNET3 and E1000 devices support jumbo frames for better performance.
To enable jumbo frames, set the MTU size to 9000 both in the guest and in the vSwitch
configuration. The physical NICs at both ends and all the intermediate hops/routers/switches
must also support jumbo frames.

For more information, see VMware Performance Best Practices:
http://www.vmware.com/pdf/Perf Best Practices vSphere4.l.pdf

Configuring E1000, VMXNET2 and VMXNET 3 Adapters for a Windows Guest
For best performance, VMware recommends using the VMXNET3 network adapter. This requires
virtual hardware version 7 and installation of VMware tools in the guest OS. To add a VMXNET3
adapter, follow the instructions below (shown in Figures 25, 26 and 27):

1) Right click on the VM
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2) Select Edit Settings

3) Click Add
4) Select Ethernet Adapter
5) Click Next
6) Select Adapter Type
7) Click Next
|J-_-T,J VM9_10.192.32.100 - Virtual Machine Properties = IEIIlI
Hardware | Options I Resources I Virtual Machine Version: 7
—Device Status
I~ Show All Devices Add... I Remove | I~ Connected
Hardware | Summary | [¥ Connect at power on
Wl Memory 100 ME o
| crus 1 E e
Video card Video card Current adapter: Enil
= WVWMCIdevice Restricted
© sCslcontroller D LSI Logic SA5 [~MAC Address
= Hard disk1 Virtual Disk [oo: 50:56:83:00:01
@y CD/DVD Drive 1 Jjdevjscdo o oM
@ Metwork adapter 1 WM Network |
& Floppy drive 1 Client Device —MNetwork Connection
MNetwork label:
IVM Network LI
Help OK Cancel |
Yy

Figure 25. Add VMXNET3 adapter (steps 1-3)
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=) Add Hardware x|

Device Type
What sort of device do you wish to add to your wirtual machine?

Choose the type of device you wish to add.

(L) serial Port ~ Information

§ Parallel Port This device can be added to this Virtual Machine.
—% Floppy Drive

[~ CD/DVD Drive
@& USE Controller

us

Dewice

Ethernet Adapter
= Hard Disk
K&, SCST Device

Help | = Back I MNext = I Cancel |

Y
Figure 26. Add VMXNET3 adapter (steps 4 and 5)
(=) Add Hardware [ x|

Network Type
What type of network do you want to add?

Device Type —Adapter Type
Network connection Type: IEJDD[J ;I

Ready to Complets
Adapter ch{VMXNET 2 (Enhanced) rking performance and migration compatibility.
Consult thd YMXNET 3 for more information on choosing among the

network adapterssupportedforvarious guest operatingsystems and hosts.

—Metwork Connection
MNetwork label:
Joc Network1 |
Port: NfA

—Device Status

W Connect at power on

wep | <Back |[ mext> | cancel |

4

Figure 27. Add VMXNET3 adapter (steps 6 and 7)
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Conclusion

IT organizations can use VMware vSphere 4.1 to create a virtualized infrastructure of server
resources that are dynamically provisioned and optimized. By consolidating servers, dramatic
savings can be realized for capital equipment and operating expenses for power, cooling,
maintenance and system management.

Emulex OneConnect 10GbE adapters deliver high-performance, high-bandwidth network
connectivity for virtualized servers. This deployment guide provided information that can help
ensure a VMware/Emulex solution is installed with parameters and other features that are set to
deliver best performance. Specific recommendations including enabling NetQueue and use of
jumbo MTU for best throughput and performance.

References

Emulex VMware 4.1 User Manual

http://www-dl.emulex.com/support/vmware/8217822/vmware41.pdf

Emulex OneCommand Manager Command Line Interface

http://www-dl.emulex.com/support/utilities/onecommand/50/corekit _user manual.pdf

VMware vSphere TM: The CPU Scheduler in VMware ESX 4.1

http://www.vmware.com/files/pdf/techpaper/VMW _vSphere4l cpu schedule ESX.pdf

VMware Compatibility I/O Guide (September 1, 2010)

http://www.vmware.com/resources/compatibility/search.php?deviceCategory=software

VMware Virtual Network Components

http://www.vmware.com/technical-resources/virtual-networking/networking-basics.html|

What's New in VMware vSphere 4: Virtual Networking

http://www.vmware.com/files/pdf/vsphere-whatsnew-networking-wp.pdf

Performance Best Practices for VMware vSphere 4.1

http://www.vmware.com/pdf/Perf Best Practices vSphere4.1.pdf

ESX Configuration Guide ESX4.1 vCenter Server 4.1

http://www.vmware.com/pdf/vsphered/r41/vsp 41 esx_server config.pdf

28 Emulex White Paper | Operations Guide: Using OneConnect 10GbE Adapters for VMware


http://www-dl.emulex.com/support/vmware/8217822/vmware41.pdf�
http://www-dl.emulex.com/support/utilities/onecommand/50/corekit_user_manual.pdf�
http://www.vmware.com/files/pdf/techpaper/VMW_vSphere41_cpu_schedule_ESX.pdf�
http://www.vmware.com/resources/compatibility/search.php?deviceCategory=software�
http://www.vmware.com/technical-resources/virtual-networking/networking-basics.html�
http://www.vmware.com/files/pdf/vsphere-whatsnew-networking-wp.pdf�
http://www.vmware.com/pdf/Perf_Best_Practices_vSphere4.1.pdf�
http://www.vmware.com/pdf/vsphere4/r41/vsp_41_esx_server_config.pdf�

I
1
] |-

| |

=< EMULEX

www.emulex.com

World Headquarters 3333 Susan Street, Costa Mesa, California 92626 +1 714 662 5600
Bangalore, India +91 80 40156789 | Beijing, China +86 10 68499547

Dublin, Ireland+35 3 (0)1 652 1700 | Munich, Germany +49 (0) 89 97007 177

Paris, France +33 (0) 158 580 022 | Tokyo, Japan +81 3 5322 1348

Wokingham, United Kingdom +44 (0) 118 977 2929



	Table of Contents
	Introduction
	Components
	OneConnect 10GbE Adapters
	OneCommand Manager

	Installation
	OneConnect Ethernet Driver
	Management Applications for VMware vSphere 4.1
	UCNA and HBAs Application  Kit

	Updating OneConnect Firmware
	Verifying Firmware Installation

	Creating Adapter Uplinks and Entities on a VMware Virtual Switch
	VMware vSphere4.1 vSwitch
	VMware vNetwork Distributed Switch
	Configuring Emulex OneConnect 10GbE adapter as a vSwitch Uplink

	Configuring Teaming, Failover and VLANs
	Switch Commands to Set Up VLANs and Trunk Ports
	BIOS Settings/Considerations for High Performance
	OneConnect Performance: MTU, Heap Size, NetQueues
	Maximum Transfer Unit
	Network Heap Size in ESX Server
	VMware NetQueues
	NetQueue Performance Benefits

	ESX Networking Tips
	Configuring E1000, VMXNET2 and VMXNET 3 Adapters for a Windows Guest
	Conclusion
	References

